OpenSwitch OF-DPA User Guide



OpenSwitch OF-DPA User Guide




Table of Contents

1. REVISION HISTOMY .. otiiiiiie ittt et et et e et et et e e et e e et e e et e ean s 1
2. OVEIVIBW ...ttt ettt ettt e et e ettt o e e et e e e e e et e et e e et e e e e e e e e a e e ene 2
2.1, OF-DPA PIPEIINE ..ottt e e e ean s 3

2.2. Supported OF-DPA FIOW TabIES ....c.uuiiiiiiiiie e 4

2.3. SUPPOIted OF-DPA GIOUPS ...ocuuiiiiaeiietei et e e e e e e et et e ettt e e et e e et e aeta e eeaaees 5

3. OpenFIOW CLI COMMANGS .....ootniiin ittt e e e et e e e e e et e e et e e et e e et e eaaaaees 6
3L OPENFIOW .. e 7

I T ] 11 (]| =T PSP PPPPTRPPN 8

3.3 NYDFAMOAE ... e e 9

G o] o 1T 01 (o) V1Va o o] ¢ AP PTPT 10

3.5. SNOW OPENTIOW ... et 11

3.6. Show 0peNfloOwW FIOWS ... e e 12

3.7. ShOW OPENTFIOW QIOUPS ...eiiieii et e e et e e e eees 13

3.8. ShoW OPENflOW MELEIS .. ... e e e 14

4. LiNUX COMIMABINAS ...eevtieiiitti i eeeett e eett e ettt e et e e e et et e e et e st et e e e e e et e et esa e neeeentreeeertneeennnneeees 15
4. 1. OF-DPA BIOGE ..oetiiieiiitiiieiiii ettt et et e e e e e e e e e e e 16
4.1.1. add-br DrAdge ... 16

4.0.2. del-Dr DIIAQe ..conneeiee e 16

1.3, LIST-Dr e 16

4.2, POITS oottt 17
4.2.1. add-port DrdgE POIt ... .oeen e et 17

4.2.2. del-port [Dridge] POIT ....oee e 17

4.2.3. liSt-pOrt Dridge .. .coee 17

A o o A= o |1 11 o U | o PP UPTRPP 17

G N €1 (01U o = PP 18
4.3.1. add-group SWItCh groUp .......coouuiiiiii e 18

4.3.2. del-groups SWItCh [OrOUP] ....eeeu it e e 18

4.3.3. dump-groups SWItCh [GroUp] ....c.ueeeeniiiiii e 18

A4, IMBLEIS ..ottt e 19
4.4.1. add-meter SWItCh MELEr .........uiiiiiii e 19

4.4.2. del-meter SWItCh MELET .......coiiiii e 19

4.4.3. dump-meter SWItCh MELET ........iiiiiii e 19

.5, FIOWS .oiiieiiei ettt et e e e e e e 20
4.5.1. add-flow SWItCh FIOW ........ouiiiiiii e 20

4.5.2. del-flows SWitCh [FIOW] ......ooenii e 20

4.5.3. dump-flows SWILCH ......iiie 21

4.5.4. apPply the METEI ... et 21

4.6. CONMIOIIET <.t ettt e e et e e e e e e e et e e e e e eees 22
4.6.1. set-controller bridge target ..o 22

4.6.2. del-controller DIAQe .......ccuu i e 22

4.6.3. get-controller Bridge ... 22

4.7. Set UP SSL CONNECLION ...uiitiiiiiiie et e e e e et e e e eaans 23
4.7.1. SEE SSL KBY ottt 23

4.7.2. Configure Controller with SSL CoNNection ............ccoeeviiiiiiiiiiiiiiieeeeeeen 23

4.7.3. Check Controller STAtUS .........ooeviiriieiiii e 23

T b = 11 1] o] [ PP 25
5.1, POrt CONFIQUIALION ....ieeiii et e e e et e et e e e e eens 26

5.2, FIOW CONFIQUIALION ...ttt ettt e e e e e e e e 27

6. OPS SWitch With ONOS ... e 28




OpenSwitch OF-DPA User Guide

6.1. EXample ENVIFONMENT ......iiiiiii e e e e e e e e e e e e ean s 29

6.2. Config 0N OPS SWILCH ...ouiiiiiiii e e 30

6.3. Config 0N ONOS CONLIOIEN .....iveieii e e e e eeans 31

7. Example - CORD MPLS Serment ROULING .....uviiuuiieiiiiieeeie e et e e e e e e e e e e e eeaneees 32
7.1. CORD L3 Unicast Pipeline - Source Leaf (MPLS L3 VPN Initiation) ..............c.cccuveeee. 33

7.2. CORD L3 Unicast Pipeline - Spine (MPLS L3 VPN Termination) ........c...cccoeevevneennnnn. 35

7.3. CORD L3 Unicast - Destination Leaf ..........cccouuiiiiiiiiiiiic e 37

8. ReferenCes AN NOLES .....ciiiiiiiiiii ettt et eeeaan s 39
8.1. REIEASE NOLES ...oiiiiiiiiiii ettt e ettt e ettt e e ettt e e e e ab e e e eatnnaaaes 40

S O I V=T 1T o I L0 PP 40

S V=T 1T o I L0 P SOPP 40

8.2. SCAliNG PaAr@mMeters .......cccuiiiiieii e e e e e e 41
8.2.1. FIOW TabIe SIZE ....uuiiiiiii i 41

8.2.2. GroUP TabBIE SIZE ...ceveiiii e 41

8.2.3. Meter TabIe SiZE ...coeeiiiiiiii e 41

8.3. OpenFlow v1.3.4 SPECIfiCAtION ......cvvvniiiiiei e e e 42

8.4. The OFDPA v2.01 SPeCIfiCatiOn .........coceuiiiiiiiiii e e e e 43

8.5, OVS-VSCH ettt 44

8.6, OVS-OFCH ..eeiiiii e e 45




List of Figures

2.1
2.2
5.1.
7.1.
7.2.
7.3.
7.4.

F Y (o] 11 (=101 U = PSP UPPPPPPPPIN 2
OF-DPA PIPEINE ...t ettt e e s 3
EXAIMPIE ettt 25
EXAIMPIE ettt 32
EXAIMPIE ettt 33
EXAIMPIE ettt 35
EXAIMPIE ettt 37




Chapter 1. Revision History

Revision Number

Change

1.0

Initial Release

1.0.1 e Support Packet-In, Flow Timeout, SSL Connection
» Add the Scaling Parameters chapter
1.0.2 » Upgrade the supported Group and Flow tables

* Add CORD MPLS Segment Routing example




Chapter 2. Overview

The OpenSwitch OF-DPA supports the OpenFlow v1.3.4 and the OF-DPA v2.01 specification.

The OF-DPA code version is based on the OF-DPA v3.0.4.0.

Figure 2.1. Architecture
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Overview

2.1. OF-DPA Pipeline

Figure 2.2. OF-DPA Pipeline
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Overview

2.2. Supported OF-DPA Flow Tables

Table Name Table ID
Ingress Port 0
Port DSCP Trust 5
Port PCP Trust 6
Tunnel DSCP Trust 7
Tunnel PCP Trust 8
VLAN 10
VLAN 1 11
MPLS L2 Port 13
MPLS DSCP Trust 15
MPLS PCP Trust 16
MPLS L2 Port QoS 17
Class

Termination MAC 20
L3 Type 21
MPLS 1 24
MPLS 2 25
MPLS L3 Type 27
MPLS Label Trust 28
MPLS Type 29
Unicast Routing 30
Multicast Routing 40
Bridging 50
Policy ACL 60
Color Based Actions 65
Egress VLAN 210
Egress VLAN 1 211
Egress DSCP PCP 230
Remark

Egress TPID 235




Overview

2.3. Supported OF-DPA Groups

Group Name Group ID

L2 Interface

L2 Rewrite

L3 Unicast

L2 Multicast

L2 Flood

L3 Interface

L3 Multicast

L3 ECMP

L2_Overlay

Ol NG| W|IN|F|O

MPLS_Label

[E=Y
o

MPLS_Forwarding

-
[

L2_Unfiltered_Interface




Chapter 3. OpenFlow CLI Commands

Command

Function

openflow

Enter OpenFlow mode.

controller A.B.C.D {port
<1-65535> (tcp/ssl)}

Configure the controller information.

hybridmode

Configure Normal Port to be used to OpenFlow.

openflow-port

Configure Normal Port to be an Openflow Port and dedicate for
OpenFlow pipeline.

show openflow

Display the OpenFlow configurations.

show openflow flows

Display the flow information.

show openflow groups

Display the group information.

show openflow meters

Display the meter information.




OpenFlow CLI Commands

3.1. openflow

Use this command to enter OpenFlow mode.

Syntax openflow
Command Config Mode
Mode

Example:

switch(config)# openfl ow
swi t ch(confi g- openfl ow) #




OpenFlow CLI Commands

3.2. controller

Use this command to configure the controller information.

Default Port 6653 and TCP

Syntax [no] controller A.B.C.D {port <1-65535> (tcp|ssl)}
Command  OpenFlow Mode

Mode

Example:

swi tch(config-openflow)# controller 192.168.1.100
swi tch(confi g-openfl ow)# do show openfl ow

OpenFl ow Confi guration:

OpenFl ow Dat apat h Type : of dpa

Nunber of OpenFlow Ports : O

Hybrid Port Myde : disable

Controller IP Port Mde

192.168. 1. 100 6653 tcp

OpenFl ow Port

swi t ch(confi g- openf | ow)




OpenFlow CLI Commands

3.3. hybridmode

Use this command to configure Normal Port (L3 port or L2 port) to be used by OpenFlow in the
OpenFlow hybrid switch.

Default Disable

Syntax [no] hybridmode
Command  OpenFlow Mode
Mode

Example:

swi tch(confi g-openfl ow)# hybri dnode

swi tch(confi g-openfl ow)# do show openfl ow
OpenFl ow Confi guration:

OpenFl ow Dat apat h Type : of dpa

Nunber of OpenFlow Ports : O

Hybrid Port Mbde : enable

Controller IP Port Mde

192.168. 1. 100 6653 tcp

OpenFl ow Port

swi t ch(confi g- openfl ow) #




OpenFlow CLI Commands

3.4. openflow-port

Use this command to configure Normal Port (L3 port or L2 port) to be an Openflow Port and dedi-
cate for OpenFlow pipeline in the OpenFlow hybrid switch.

Default Disable

Syntax [no] openflow-port
Command Interface Mode
Mode

Example:

swi tch(config-if-range-intf 13,31, 47)# openfl ow port
switch(config-if-range-intf 13,31,47)# do show openfl ow
OpenFl ow Confi guration:

OpenFl ow Dat apat h Type : of dpa

Nunber of OpenFl ow Ports : 3

Hybrid Port Myde : disable

Controller IP Port Mde

192.168. 1. 100 6653 tcp

OpenFl ow Port

13

31

47

switch(config-if-range-intf 13,31,47)#

10



OpenFlow CLI Commands

3.5. show openflow

Use this command to display the OpenFlow configurations.

Syntax show openflow
Command EXEC Mode
Mode

Example:

swi t ch# show openf | ow

OpenFl ow Confi gurati on:

OpenFl ow Dat apat h Type : of dpa
Nunber of OpenFl ow Ports : 3
Hybrid Port Mde : disable
Controller IP Port Mde
192.168. 1. 100 6653 tcp

OpenFl ow Port

11



OpenFlow CLI Commands

3.6. show openflow flows

Use this command to display the flow information.

Syntax show openflow flows
Command EXEC Mode

Mode

Example:

swi t ch# show openfl ow fl ows

Fl ows:

cooki e=0x0, duration=418. 659s, tabl e=20, n_packets=83, n_bytes=139851186626542,
i p, dl _dst=00:00: 00: 11: 22: 33 acti ons=got o_t abl e: 30

cooki e=0x0, duration=418.621s, tabl e=30, n_packets=83, n_bytes=139851186626542,
i p,nw dst=1.1.1.0/24 actions=wite_actions(group: 536870913), goto_t abl e: 60

cooki e=0x0, duration=418.588s, table=30, n_packets=83, n_bytes=139851186626542,
i p, nw_dst=2.2.2.0/24 actions=wite_actions(group: 536870914), goto_t abl e: 60

cooki e=0x0, duration=418.559s, tabl e=30, n_packets=83, n_bytes=139851186626542,
i p, nw_dst=3.3.3.0/24 actions=wite_actions(group: 536870915), goto_t abl e: 60

cooki e=0x0, duration=418.531s, tabl e=30, n_packets=83, n_bytes=139851186626542,
i p, nw_dst=4.4.4.0/24 actions=wite_actions(group: 1879048193), got o_t abl e: 60
cooki e=0x0, duration=418.497s, tabl e=60, n_packets=83, n_bytes=139851186626542,
i p,in_port=47,dl _dst=00:00: 00: 11: 22: 33, nw_dst=1.1.1.2
actions=wite_actions(group: 536870914)

sSwWi t ch#

12



OpenFlow CLI Commands

3.7. show openflow groups

Use this command to display the group information.

Syntax show openflow groups
Command EXEC Mode

Mode

Example:

swi t ch# show openfl ow groups

G oups:

group_i d=536870915, t ype=al | , bucket =acti ons=set fi el d: 4396->vl an_vi d,

set field:00:00:00:11: 22: 33->et h_src, set_field: 00: 00: 00: 00: 00: 33->et h_dst,
group: 19660847

group_i d=6553613, t ype=al | , bucket =act i ons=out put : 13

group_i d=13107231, t ype=al | , bucket =act i ons=out put : 31

group_i d=536870913, t ype=al | , bucket =acti ons=set fiel d: 4196->vl an_vi d,

set field:00:00:00:11: 22: 33->et h_src, set_field: 00:00: 00: 00: 00: 11- >et h_dst,
group: 6553613

group_i d=19660847, t ype=al | , bucket =act i ons=out put : 47

group_i d=1879048193, t ype=al | , bucket =act i ons=gr oup: 536870913,

bucket =act i ons=gr oup: 536870914

group_i d=536870914, t ype=al | , bucket =acti ons=set fi el d: 4296->vl an_vi d,

set field:00:00:00:11: 22: 33->et h_src, set_field: 00: 00: 00: 00: 00: 22- >et h_dst,
group: 13107231

sSwWi t ch#

13



OpenFlow CLI Commands

3.8. show openflow meters

Use this command to display the meter information.

Syntax show openflow meters
Command EXEC Mode

Mode

Example:

swi t ch# show openfl ow neters
Met er s:

nmet er =1 pktps burst bands=

t ype=dr op, r at e=20000, bur st _si ze=100
nmet er =2 pktps burst bands=

t ype=dr op, r at e=40000, bur st _si ze=100
SwWi t ch#

14



Chapter 4. Linux commands

Command Description
ovs-vsctl Utility for querying and configuring ops-switchd
ovs-ofctl Administer OpenFlow switches

15



Linux commands

4.1. OF-DPA Bridge
4.1.1. add-br bridge

Create a new bridge named BRIDGE.

ovs-vsct| add-br bridge_of dpa
ovs-vsct|l set Bridge bridge ofdpa datapath type=of dpa

00000000 Must to set the datapath type to OFDPA.

==

4.1.2. del-br bridge

Delete BRIDGE and all of its ports.

ovs-vsct| del -br bridge_of dpa

4.1.3. list-br

Print the names of all the bridges.

ovs-vsct| |ist-br

16



Linux commands

4.2. Ports
4.2.1. add-port bridge port

Add network device PORT to BRIDGE.

ovs-vsct |
ovs-vsct |
ovs-vsct |

add- port bridge ofdpa 1
add- port bridge ofdpa 2
add- port bridge ofdpa 3

4.2.2. del-port [bridge] port

Delete PORT from BRIDGE.

ovs-vsct |
ovs-vsct |
ovs-vsct |

del -port bridge_ofdpa 1
del - port bridge_ofdpa 2
del - port bridge_ofdpa 3

4.2.3. list-port bridge

Print the names of all the ports on BRIDGE.

ovs-vsctl

list-ports bridge ofdpa

4.2.4. port admin up

Set admin to up.

ovs-vsct |
ovs-vsct |
ovs-vsct |

add Interface 1 user_config adm n=up
add Interface 2 user_config adm n=up
add Interface 3 user_config adm n=up

17



Linux commands

4.3. Groups

4.3.1. add-group switch group

Add group described by GROUP.

ovs-of ct |

- O OpenFl owl3 add-group bridge_of dpa group_i d=0x640001,

type=al | , bucket =out put : 1

ovs-of ct |

- O OpenFl owl3 add-group bridge_of dpa group_i d=0x640002,

type=al | , bucket =out put : 2

ovs-of ct |

- O OpenFl owl3 add-group bridge_of dpa group_i d=0x640003,

type=al | , bucket =out put : 3

20000000

==

The “-O” option is to set OpenFlow versions. The OFDPA support OF1.3 only.

4.3.2. del-groups switch [group]

Delete matching GROUPs.

ovs-of ct |
ovs-of ct |
ovs-of ct |

- O OpenFl owl3 del - groups bridge_of dpa group_i d=0x640001
- O OpenFl owl3 del -groups bridge_of dpa group_i d=0x640002
- O OpenFl owl3 del - groups bridge_of dpa group_i d=0x640003

4.3.3. dump-groups switch [group]

Print group description.

ovs-of ct |

- O OpenFl owl3 dunp-groups bridge of dpa

18



Linux commands

4.4. Meters

4.4.1. add-meter switch meter

Add meter described by METER.
ovs-ofctl -O QpenFl owl3 add-neter bridge of dpa neter=1, kbps, burst,
bands=t ype=dr op, r at e=10000, bur st _si ze=512

ovs-ofctl -O QpenFl owl3 add-neter bridge of dpa neter=2, pkt ps, burst,
bands=t ype=dr op, r at e=40000, bur st _si ze=512

4.4.2. del-meter switch meter

Delete METER.

ovs-ofctl -O OpenFl owl3 del -neter bridge_of dpa neter=1
ovs-ofctl -O OpenFl owl3 del -neter bridge_of dpa neter=2

4.4.3. dump-meter switch meter

Print METER configuration.

ovs-ofctl -O QpenFl owl3 dunp-neters bridge of dpa

19



Linux commands

4.5. Flows
4.5.1. add-flow switch flow

Add flow described by FLOW.
1. ethernet packet

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa tabl e=60,i n_port=1,
dl _src=00: 00: 00: 11: 22: 33, dl _dst =00: 00: 00: 22: 33: 44, dl _vl an=100,
dl _vl an_pcp=6, acti ons=write_acti ons\ (group: 0x640002\)

2. IPV4 packet
ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa tabl e=60,i n_port=1,
dl _type=0x800, dl _src=00: 00: 00: 11: 22: 33, dl _dst =00: 00: 00: 22: 33: 44,

dl _t ype=0x800, nw_src=1. 2. 3. 4/ 32, nw_dst =2. 3. 4. 5/ 24, acti ons=wri te_acti ons\
(group: 0x640002\)

3. IPV6 packet

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa tabl e=60,i n_port=1,
dl _type=0x86dd, i pv6_src=2001: 1234: 5678: : 1/ 128, i pv6_dst =2001: 9876: 5432: : 1/ 128,
i pv6_I| abel =0x1234, acti ons=write_actions\ (group: 0x640002\)

4. TCP/UDP packet
ovs-ofctl -O QpenFl owl3 add-fl ow bri dge_of dpa tabl e=60,i n_port=1,
dl _src=00: 00: 00: 11: 22: 33, dl _dst =00: 00: 00: 22: 33: 44, dl _t ype=0x800,

nw _src=1. 2. 3.4/ 24, nw _dst=2.3.4.5/32,ip_dscp=34,ip_ecn=2, nw_pr ot 0=6,
tp_src=0x1234,t p_dst =0x2345, acti ons=wite_actions\ (group: 0x640002\)

4.5.2. del-flows switch [flow]

Delete matching FLOWS.
1. Ethernet packet

ovs-ofctl -O QpenFl owl3 del -fl ows bridge_ of dpa tabl e=60,in_port=1,
dl _src=00: 00: 00: 11: 22: 33, dl _dst =00: 00: 00: 22: 33: 44, dl _vl an=100, dl _vl an_pcp=6

2. IPV4 packet
ovs-ofctl -O QpenFl owl3 del -fl ows bridge of dpa tabl e=60,in_port=1,
dl _type=0x800, dl _src=00: 00: 00: 11: 22: 33, dl _dst =00: 00: 00: 22: 33: 44,
dl _type=0x800, nw_src=1.2. 3.4/ 32, nw_dst=2.3.4.5/24

3. IPV6 packet

ovs-ofctl -O QpenFl owl3 del -fl ows bridge of dpa tabl e=60,in_port=1,
dl _type=0x86dd, i pv6_src=2001: 1234: 5678: : 1/ 128, i pv6_dst =2001: 9876: 5432: : 1/ 128,
i pv6_| abel =0x1234

20



Linux commands

4. TCP/UDP packet
ovs-ofctl -O OQpenFl owl3 del -fl ows bridge_of dpa tabl e=60,in_port=1
dl _src=00: 00: 00: 11: 22: 33, dl _dst =00: 00: 00: 22: 33: 44, dl _t ype=0x800,

nw _src=1. 2. 3.4/ 24, nw _dst=2.3.4.5/32,ip_dscp=34,ip_ecn=2, nw_pr ot 0=6,
tp_src=0x1234, t p_dst =0x2345

4.5.3. dump-flows switch

Print all flow entries.

ovs-ofctl -O QpenFl owl3 dunp-flows bridge_ of dpa

4.5.4. apply the meter

ovs-of ctl -O OpenFl owl3 add-fl ow bridge_of dpa tabl e=60, i n_port=1

dl _type=0x800, dl _src=00: 00: 00: 11: 22: 33, dl _dst =00: 00: 00: 22: 33: 44,

dl _type=0x800, nw_src=1.2. 3. 4/ 24, nw_dst=2.3.4.5/32, actions=neter:1,
write actions\(group: 0x640002\)

21



Linux commands

4.6. Controller

4.6.1. set-controller bridge target

Set the controllers for BRIDGE.

ovs-vsct|l set-controller bridge ofdpa tcp: 192. 168. 1. 100: 6653
4.6.2. del-controller bridge

Delete the controllers for BRIDGE.

ovs-vsct|l del-controller bridge_of dpa
4.6.3. get-controller bridge

Print the controllers for BRIDGE.

ovs-vsctl get-controller bridge ofdpa

22



Linux commands

4.7. Set Up SSL Connection

Use ovs-vsctl command to set the SSL configuration.

Command Function

get-ssl print the SSL configuration
del-ssl delete the SSL configuration
set-ssl PRIV-KEY set the SSL configuration
CERT CA-CERT

Example:

E.g. Upload the Private Key (sc.key), Certificate (sc.crt) and CA (ca.crt) to the switch /home/root/
openflow_ssl/ directory.

00000000 Certificates: Start Date at 2013/02/25 and End Date at 2023/02/23

==

root @w t ch: ~/ openfl ow ssl # pwd

/ hore/ r oot / openf | ow_ssl

root @w tch: ~/ openflow ssl# Is -I

total 12

-rwrwr-- 1 1000 1000 1237 Feb 25 2013 ca.crt
-rwrwr-- 1 1000 1000 1216 Feb 25 2013 sc.crt
-rwrwr-- 1 1000 1000 1679 Feb 25 2013 sc. key

4.7.1. Set SSL Key

root @w tch: ~# ovs-vsctl set-ssl /hone/root/openflow ssl/sc. key
/ hone/r oot/ openfl ow ssl/sc.crt
/ hone/r oot/ openfl ow ssl/ca.crt

root @w tch: ~# ovs-vsctl get-ssl

Private key: /home/root/openflow ssl/sc.key
Certificate: /hone/root/openflow ssl/sc.crt

CA Certificate: /honme/root/openflow ssl/ca.crt
Boot strap: fal se

4.7.2. Configure Controller with SSL Connection

swi tch# configure

swi tch(config)# openfl ow

swi tch(config-openflow)# controller 192.168.1.100 port 6653 ssl
swi tch(confi g- openfl ow) #

4.7.3. Check Controller Status

swi tch(confi g-openfl ow)# do show openfl ow

23



Linux commands

QpenFl ow Confi guration:

OpenFl ow Dat apath Type : of dpa
Nunber of OpenFl ow Ports : 3
Hybrid Port Mdde : disable
Controller IP Port Mbde Status
192.168. 1. 100 6653 ssl Connect ed
OpenFl ow Port

47
swi t ch(confi g- openfl ow) #

24



Chapter 5. Example

Figure 5.1. Example

Port 3
OPS switch
Port 2
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Port 3 v Port 2 Port1
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Port 1
IXIA

25




Example

5.1. Port configuration

root @w tch: ~# vtysh

swi tch# configure

switch(config)# interface range intf 1-3
switch(config-if-range-intf 1-3)# no shutdown
switch(config-if-range-intf 1-3)# autonegotiation off
switch(config-if-range-intf 1-3)# openfl ow port
switch(config-if-range-intf 1-3)# do show openfl ow
OpenFl ow Confi guration:

OpenFl ow Dat apat h Type : of dpa

Nunber of OpenFl ow Ports : 3

Hybrid Port Myde : disable

Controller IP Port Mde

switch(config-if-range-intf 1-3)#
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5.2. Flow configuration

root @w tch: ~#

ovs-ofctl -O OpenFl owl3 add-group bridge_of dpa group_i d=0x640001, t ype=al |
bucket =out put : 1

ovs-ofctl -O OpenFl owl3 add-group bridge_of dpa group_i d=0x640002, t ype=al |
bucket =out put : 2

ovs-ofctl -O OpenFl owl3 add-group bridge_of dpa group_i d=0x640003, t ype=al |
bucket =out put : 3

ovs-ofctl -O OpenFl owl3 dunp-groups bridge_of dpa

ovs-ofctl -O QpenFl owl3 add-neter bridge of dpa neter=1, pkt ps, burst,
bands=t ype=dr op, r at e=20000, bur st _si ze=512

ovs-ofctl -O QpenFl owl3 add-neter bridge of dpa neter=2, pkt ps, burst,
bands=t ype=dr op, r at e=40000, bur st _si ze=512

ovs-ofctl -O QpenFl owl3 dunp-neters bridge_ of dpa

ovs-ofctl -0O OpenFl owl3 add-fl ow bri dge_of dpa tabl e=60,i n_port=1
dl _t ype=0x800, nw_dst =2. 2. 2. 2/ 32, actions=neter: 1, wite_actions\
(group: 0x640002\)

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa tabl e=60,i n_port=1
dl _t ype=0x800, nw_dst =3. 3. 3. 3/ 32, actions=neter: 2, wite_actions\
(group: 0x640003\)

ovs-ofctl -O OQpenFl owl3 dunp-fl ows bridge_of dpa
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OPS Switch with ONOS

6.1. Example Environment

* ONOS Controller
e IP:192.168.1.1
» OPS Switch
e |P:192.168.1.2
< Datapath ID: 00000005642f0f3d

00000000 The Datapath ID is the MAC address and can be found in http://192.168.1.1:8181/
7 onos/ui/index.html#/device.

—_
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OPS Switch with ONOS

6.2. Config on OPS Switch

» Configure to connect to Controller (192.168.1.1)

ops-sw tch# configure
ops-sw tch(config)# openfl ow
ops-sw tch(confi g-openfl ow)# controller 192.168.1.1 port 6653 tcp
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OPS Switch with ONOS

6.3. Config on ONOS Controller

» Create a network configure file (e.g. ops.json)
< Configure the device datapath ID and driver
+ "0f:00000005642f0f3d"
 "driver": "ofdpa3"

Example ops.json:

{
"devi ces":
{
"of : 00000005642f Of 3d":
{
"basic":
{ "driver": "ofdpa3"
}
}
}

}

» Upload the configuration to ONOS controller

« curl --user onos:rocks -X POST -H "content-type: application/json" http://192.168.1.1:8181/
onos/vl/network/configuration -d @./ops.json

» Use ONOS CLI to verify the device driver is correct or not.

* 0nos> devices
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Chapter 7. Example - CORD MPLS
Serment Routing

Figure 7.1. Example
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7.1. CORD L3 Unicast Pipeline - Source Leaf
(MPLS L3 VPN Initiation)

Figure 7.2. Example
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ovs-ofctl -O OpenFl owl3 add-group bridge_of dpa

group_i d=0x64000d, t ype=i ndi rect , bucket =out put : 13

ovs-ofctl -O OpenFl owl3 add- group bri dge_of dpa

gr oup_i d=0x90000001, t ype=i ndi r ect, bucket =act i ons=set _fi el d: 0x1064-\ >v| an_vi d,
set field:70:b3:d5:cc:f1:7a-\>eth_src, set _field:00:00: 00: 00: 00: 11-\ >et h_dst,
gr oup: 0x64000d

ovs-ofctl -O QpenFl owl3 add- group bridge_ of dpa
group_i d=0x92000001, t ype=i ndi r ect, bucket =acti ons=push_npl s: 0x8847,
set field:0x23456-\>npl s _| abel ,set field:0x1-\>nmpls_bos, group: 0x90000001

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa
tabl e=10, i n_port =47, vl an_vi d=0x1064, acti ons=got o_t abl e: 20

ovs-ofctl -O OQpenFl owl3 add-fl ow bri dge_of dpa
tabl e=10,i n_port =47, vl an_vi d=0x0/ Ox1f ff, acti ons=set fi el d: 0x1064-\>vl an_vi d,
got o_t abl e: 20

ovs-ofctl -O QpenFl owl3 add-fl ow bri dge_of dpa
t abl e=20, dl _t ype=0x800, et h_dst =00: 05: 64: 2f: 1c: 01, acti ons=got o_t abl e: 30

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa
t abl e=30, dl _t ype=0x800, nw_dst=1. 1. 1. 2/ 24, acti ons=wri te_acti ons\
(group: 0x92000001\ ), got o_t abl e: 60

swi t ch# show openfl ow groups
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group_i d=6553613, t ype=i ndi r ect, bucket =act i ons=out put : 13

group_i d=2449473537, t ype=i ndi r ect, bucket =acti ons=push_npl s: 0x8847,
set _field:144470->npls_|l a bel,set_field:1->mpl s_bos, group: 2415919105

group_i d=2415919105, t ype=i ndi r ect , bucket =acti ons=set _fi el d: 4196->vl an_vi d,
set field:70:b3:d5:cc:fl:7a ->eth_src,set _field:00:00:00:00:00: 11- >et h_dst,
group: 6553613

swi t ch# show openfl ow fl ows

cooki e=0x0, duration=21.242s, table=10, n_packets=0, n_bytes=0, in_port=47,
dl _vl an=100

actions=got o_t abl e: 20

cooki e=0x0, duration=21.207s, table=10, n_packets=0, n_bytes=0,

i n_port=47, vl an_t ci =0x0000/ Ox1f ff acti ons=set fi el d: 4196->vl an_vi d,
goto_t abl e: 20

cooki e=0x0, duration=21.175s, table=20, n_packets=0, n_bytes=0, ip,dl _dst=
70: b3: d5: cc: f1: 7a

actions=got o_t abl e: 30

cooki e=0x0, duration=21.142s, table=30, n_packets=0, n_bytes=0, ip, hw dst=
1.1.1.0/24

actions=wite_actions(group: 2449473537), got o_t abl e: 60
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7.2. CORD L3 Unicast Pipeline - Spine (MPLS
L3 VPN Termination)

Figure 7.3. Example
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ovs-ofctl -O QpenFl owl3 add- group bri dge_ of dpa
gr oup_i d=0x64000d, t ype=i ndi r ect, bucket =out put : 13

ovs-ofctl -O OpenFl owl3 add-group bri dge_of dpa

group_i d=0x20000001, t ype=i ndi r ect, bucket =acti ons=set _fi el d: 0x1064-\ >v| an_vi d,
set _field:70:b3:d5:cc:fl:7a-\>eth_src,set field:00:00:00:00: 00: 22-\ >et h_dst,
gr oup: 0x64000d

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa
tabl e=10,i n_port=47, vl an_vi d=0x1064, acti ons=got o_t abl e: 20

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_ of dpa
tabl e=10,i n_port=47, vl an_vi d=0x0/ Ox1f ff, acti ons=set fi el d: 0x1064-\>vl an_vi d,
got o_tabl e: 20

ovs-ofctl -O OQpenFl owl3 add-fl ow bri dge_of dpa
t abl e=20, dl _t ype=0x8847, eth_dst =70: b3: d5: cc: f1: 7a, acti ons=got o_t abl e: 24

ovs-ofctl -O OQpenFl owl3 add-fl ow bri dge_of dpa

t abl e=24, dl _type=0x8847, npl s_| abel =0x23456, npl s_bos=1, acti ons=set _field:1-\>
of dpa_vrf,set field:32-\>ofdpa npls_type,wite actions\(group: 0x20000001\),
got o_t abl e: 27

swi t ch# show openfl ow groups
G oups:
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group_i d=6553613, t ype=i ndi r ect, bucket =act i ons=out put : 13

group_i d=536870913, t ype=i ndi rect, bucket =acti ons=set fiel d: 4196->vl an_vi d,
set field:70:b3:d5:cc:fl:7a->eth_src,set_field:00:00:00: 00: 00: 22- >et h_dst,
group: 6553613

swi t ch# show openfl ow fl ows

Fl ows:

cooki e=0x0, duration=16.549s, table=10, n_packets=0, n_bytes=0, in_port=47,
dl _vl an=100

actions=got o_t abl e: 20

cooki e=0x0, duration=16.515s, table=10, n_packets=0, n_bytes=0,

i n_port=47, vl an_t ci =0x0000/ Ox1f ff acti ons=set fi el d: 4196->vl an_vi d,
goto_t abl e: 20

cooki e=0x0, duration=16.479s, table=20, n_packets=0, n_bytes=0, npls,

dl _dst=70: b3:d5:cc:f1l:7a

actions=goto_t abl e: 24

cooki e=0x0, duration=16.444s, table=24, n_packets=0, n_bytes=0,

npl s, npl s_I| abel =144470, npl s_bos=1

actions=set field:1->ofdpa_vrf,set field:32->ofdpa _npls type,wite actions
(group: 536870913), got o_t abl e: 27

36



Example - CORD
MPLS Serment Routing

7.3. CORD L3 Unicast - Destination Leaf

Figure 7.4. Example
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ovs-ofctl -O QpenFl owl3 add-group bridge of dpa
group_i d=0x64000d, t ype=i ndi r ect, bucket =out put : 13

ovs-ofctl -O OpenFl owl3 add- group bri dge_of dpa

gr oup_i d=0x20000001, t ype=i ndi r ect, bucket =act i ons=set _fi el d: 0x1064-\ >v| an_vi d,
set _field:70:b3:d5:cc:f1:7a-\>eth_src, set_field: 00: 00: 00: 00: 00: 33-\ >et h_dst,
gr oup: 0x64000d

ovs-ofctl -O OQpenFl owl3 add-fl ow bri dge_of dpa
tabl e=10,i n_port=47, vl an_vi d=0x1064, acti ons=got o_t abl e: 20

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa
tabl e=10, i n_port =47, vl an_vi d=0x0/ Ox1fff, acti ons=set fi el d: 0x1064-\ >vl an_vi d,
got o_t abl e: 20

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_of dpa
t abl e=20, dl _t ype=0x800, et h_dst =70: b3: d5: cc: f1: 7a, acti ons=got o_t abl e: 30

ovs-ofctl -O OpenFl owl3 add-fl ow bri dge_ of dpa
t abl e=30, dl _t ype=0x800, nw _dst=1.1.1.2/32,actions=wite_actions\
(group: 0x20000001\), got o_t abl e: 60

swi t ch# show openfl ow groups

G oups:

group_i d=6553613, t ype=i ndi r ect, bucket =act i ons=out put : 13

group_i d=536870913, t ype=i ndi r ect, bucket =acti ons=set _fi el d: 4196->vl an_vi d,
set field:70:b3:d5:cc:fl:7a->eth _src,set field:00:00:00:00: 00: 33->et h_dst,
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group: 6553613

swi t ch# show openfl ow fl ows

Fl ows:

cooki e=0x0, duration=20.566s, table=10, n_packets=0, n_bytes=0, in_port=47,
dl _vl an=100

actions=got o_t abl e: 20

cooki e=0x0, duration=20.529s, table=10, n_packets=0, n_bytes=0,

i n_port=47, vl an_t ci =0x0000/ Ox1f ff acti ons=set fi el d: 4196->vl an_vi d,
goto_t abl e: 20

cooki e=0x0, duration=20.496s, table=20, n_packets=0, n_bytes=0, ip,
dl _dst=70: b3:d5:cc:f1l:7a

actions=got o_t abl e: 30

cooki e=0x0, duration=20.461s, table=30, n_packets=0, n_bytes=0, ip,
nw dst=1.1.1.2
actions=wite_actions(group: 536870913), got o_t abl e: 60
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8.1. Release Notes
8.1.1. Version 1.0

» First release

8.1.2. Version 1.0.1

Image: ops_2.0.4

* Support Packet-In

» Support Flow Timeout

e Support SSL Connection

» Add Controller Connection Status

» Add to get the Description of this OpenFlow switch

» Add to get the rule statistics

» Check the invalid Flows and return OFPET_FLOW_MOD_FAILED message to Controller

» Check the Group bucket with more than one group and return OFPET_GROUP_MOD_FAILED
message to Controller *CORD Ready Switch

Fixed Issues

» OF-DPA L2 interface group entry install error when set type as "Indirect"

» Untag ICMPv4 packet dropped when set Policy ACL flow table match field as "ICMPv4_TYPE"
e Multipart_Reply shows incorrect counters in "Lookup_count" field

» All flow table’s counters does not show correct matched packets bytes value
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8.2. Scaling Parameters
8.2.1. Flow Table Size

Flow Table Name | Aurora 420 Table Size Aurora 720, 630, 620 Table Size
Ingress Port 2000 2000

VLAN 16384 16384

Termination MAC |512 1024

Unicast Routing |32768 57344

Multicast Routing |8191 8191

Bridging 32767 40959

Policy ACL 3072 1536

8.2.2. Group Table Size

Aurora 420 Aurora 720, 630, 620
Group Name Group Size Bucket Size Group Size Bucket Size
L2 Interface 39936 1 39936 1
L3 Unicast 49152 1 32768 1
L2 Multicast 4095 78 4095 78
L2 Flood 4095 78 4095 78
L3 Interface 8192 1 8192 1
L3 Multicast 8191 312 8191 312
L3 ECMP 1024 32 1024 32

8.2.3. Meter Table Size

Meter Table

Aurora 420 Meter Size

Aurora 720, 630, 620 Meter Size

Meter Table

3072

1536
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8.3. OpenFlow v1.3.4 Specification

https://www.opennetworking.org/images/stories/downloads/sdn-resources/onf-specifications/open-
flow/openflow-switch-v1.3.4.pdf
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8.4. The OFDPA v2.01 Specification

https://github.com/Broadcom-Switch/of-dpa/blob/master/OFDPAS-ETP100-R.pdf
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8.5. ovs-vsctl

http://openvswitch.org/support/dist-docs-2.5/ovs-vsctl.8.pdf
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8.6. ovs-ofctl

http://openvswitch.org/support/dist-docs-2.5/ovs-ofctl.8.pdf
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