ICOS configuration guide



ICOS configuration guide




Table of Contents

1. LACP/LAG CONFIQUIALION ..ceuiiitteetie ittt ettt et e e e e et e e et e e et e e e ba e e aaeeenns 1
I o] o o] (oo VTP PP TUPT PP 2
1.2. Configuration ProCEAUIE ........cuuiiiii e eens 3

1.2.1. Create Static Port channel ... 3
1.2.2. Create dynamic Port channel ... 3
1.2.3. Change the port system admin KeY ...........cccouuiiiiiiiiiiiiiii e 3
1.2.4. Change the port channel system Priofity .........c.ooiiiiiiiiiiiii e 4
1.2.5. Change the port channel port Priority ..........oooeiiiiiii e 4
1.2.6. Change the port channel load balance methodology .............cccooviiiiiiiiniinnnn. 4
1.3. Check Port Channel STatuS .............oiiiiiiiiiiii e 5
1.3.1. Command: show port-channel lag-intf-num/<slot/port> ..............ccccoeiiiiiniiennn. 5
1.3.2. Command: show port-channel brief/all ..., 5
1.3.3. Command: show lacp actor/partner <slot/port> ...........ccccoevevriiiiiiiiiiiiieeeiiiiieeeens 5
1.3.4. Command: show port-channel system Priority ............coooeveiiiiiiiiiiieiineeieeenn, 6

2. MLAG (VPC) Configuration QUIAE .........c..oiiuuiiiiieii et e e e e eens 7
% I o] o To)] [ To | U TP RUPTRPPTPRN 8
2.2, PRYSICAI LINK ... 9
AR T ©7o] 1110 [0 = Ui o] o PP 10

2.3.1. Create Peer LINK ... 10
2.3.2. Create VPC GOMAIN .....iiiiiiiieeiii et e e et e e e e e enn e eenns 10
2.3.3. ENable VPC fRALUIE ......uuiiiiiii et 10
2.3.4. Create VPC lINK ....u e 11
2.3.5. ChECK VPC SHALE ...covuiieiiiiiiieeiei ettt ettt e e e e e 11
2.4, Trouble SNOOT ... 14

3. VLAN Configuration QUITE ...........oiiuuieiieii et e e e et e et e et e eea e aeenns 15
G0 I o] o To)] (o o | PP 16
I ©7o] 01110 [0 - 1io] o PP PTPPR 17

3.2.1. Create VLAN ... 17
3.2.2. Configure the trunk POIt .......... i e 17
3.2.3. Configure the ACCESS POI .....couuniiiii i 17
3.2.4. Configure the hybrid POIt .........oooeiii e 17
3.3. ChECK VLAN STALUS .....oieeiiiieeiiiiee et e r e e r e r e 19
3.3.1. Command: show vlan Drief ... 19
3.3.2. Command: show vlan port <slot/port> ..o 19
3.4, TroubIle SHOOU .......iiiiii e 21
3.4.1. Troubleshoot table about VLAN ........coouiiiiiiiiie e 21

4. VRRP Configuration QUITE .......c...iiiuniiiiiieii ettt e e e e e e e e e eaans 23
4.1, Pre-reqUITEIMENT ... ettt ettt e e e e e e et et e e et e e et e e et e e et e ean e eennas 24
o o] o To] (o |V PP PTPP 25
4.3, PRYSICAI LINK .ttt et et e e e 26
A4, IPS SBU ettt 27
A5, CONFIQUIALION ...ttt ettt e et e et e e e e e e e e een e eanaees 28

4.5.1. Create IPS ..ot 28
4.5.2. ConfIgure OSPF ..o et 29
4.5.3. Test SWILCN CONNECLION ........iiiiiiii e 29
4.5.4. Configure VRRP ... 30
4.5.5. Check VRRP SEAE ........uuiiiiiiiiiiiiii e 31
4.5.6. VRRP TP TESE oetiiiiiiitiiieiiit ettt ettt e e e e e e e eees 31
4.5.7. VRRP Fault-Tolerance TSt ..........uiiiiiiiiiiiiieineeeii e 32




ICOS configuration guide

4.5.8. VRRP Interface TraCk TeSt ....cc.uuiiiiiiiiiiiii e 33

T | [ 01 =T 5 = Lo = PP 35
5.1. IP address for the management POt .........couiiiiiiiiiii e 36
B5.1.1. DHCP MOAE ..ottt e s 36
I S - (o 1 T Lo [ PP 36

5.2. IP address for the management from the front port ..........ccooooiiiiiiiiii e 37
B5.2.1. DHCP MOAE ...t e s 37
5.2.2. StAtiC MO ...uuiiiiii e 37

5.3. IP address for INtErface ..o 38
5.4. 1P address fOr VLAN ...ouii it e e e e e et e e eeta e eeees 39
5.5. Check IP INterface STAtUS ........ooiiiuiiiiiiii e e eea e 40
5.5.1. Command: show ip interface <slIOt/port> ...........ccccooviiiiiiiiiii e, 40
5.5.2. Command: show ip interface brief ..........cccooii i, 40
5.5.3. Command: show ip interface vlan vlan-id ................cccocoeviiiinin i, 40

LT @ 5T PP 42
L S To =T o = VT PSPPI 43
6.2. Configuration ProCEAUIE ..........oiiiuiiii e e e e aees 44
6.2.1. Create SWILCHES IP ... e 44
6.2.2. Create OSPE ... e 44

6.3. ChECK OSPF STAtUS ....oiiiiiiiiiiiiiie et e et eeaa s 45
6.3.1. Command: Show ip OSPf ....oveiii i 45
6.3.2. Command: show ip 0spf NeIghbOr .........couv it 46
6.3.3. Command: show ip ospf interface port_ID .........cccovvviiieiiiiiiii e 46
6.3.4. Command: Show ip route OSPf ......eiiiii i 46

A = C 1 PSPPSR 48
4 S 1o 1 = VT PSPPI 49
7.2. Configuration ProCEAUIE ..........oiiiuiiii e e e e e e e e 50
7.2.1. Create SWILCHES IP ... e 50
7.2.2. Create BGP ... 50

7.3. CheCK BGP STALUS ....uiiiiiiiiiiiiii et e e e 52
7.3.1. Command: Show ip bgp SUMMANY ........oovviiiiiiiii e e e e 52
7.3.2. Command: show ip bgp neighbors neighbor IP ..........c.cooiiiiiiiii i, 52

S 1 PSP 54
8.1. OSPF ECMP SCENAIO ...uiiiiiiiieiiiiii ettt e e et e et e e e e et e e e eeaeaeaees 55
8.2. OSPF ECMP Configuration ProCeAUIE .........cccuuiiiuuieiiieieiieeee e ee et e e e e eeans 56
8.2.1. Basic OSPF Configuration ............coveiuiiiiiiiiie e e e 56
8.2.2. Extra OSPF Configuration ...........ccoiiiiiiiiiii e 56

8.3. CheCk OSPF ECMP SEALUS ...ccuuuiiiiiiiieiiii ettt e e 57
8.3.1. Command: Show ip route OSPf .....eniiiii i 57

8.4. BGP ECMP SCENANIO ..evvuiiiiiiiee ittt e e e et e et e e ettt e e et r e e e et s e e e ebbaeeeettaeeees 58
8.5. BGP ECMP Configuration ProCEAUIe ..........ccceuiiiiieiiiieiii et ev e e e e e e e 59
8.5.1. Basic BGP Configuration ..........cccouuiiiiiiiiiiir i e e e e e e e 59
8.5.2. Extra BGP Configuration ...........ccooeuiiiiiiiii e e e e e e 59

8.6. CheCk BGP ECMP SHALUS ....cccuuniiiiiiiieiiiiiis ettt e e 60
8.6.1. Command: Show ip route BOP ....covvveiiiii e 60




List of Figures

1.1.
2.1
3.1
4.1.
4.2.
4.3.

(7Y € o] o Jo] (oo |V PP RUPTRUPPPN 2
(]I G o] o o] (oo |V PP P TP 8
V4NN B ] o To ] (oo |V PPN 16
AV 42 Ui o] o o] [0 To | PP TP PTRPPTRN 25
VRRP PhySICal LINK ... et e e 26
VRRP IPS S .ttt e et e e e e e 27




List of Tables

2.1. MLAG PhySICAI LINK ... e
2.2. Troubleshoot Table about MLAG ... e ee e eaaes
3.1. Troubleshoot Table aboUt VLAN .....uiii et e e e et e e aanas

Vi



Chapter 1. LACP/LAG Configuration

e Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

» Support software: 1.1.6 or above




LACP/LAG Configuration

1.1. Topology

Figure 1.1. LAG Topology
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LACP/LAG Configuration

1.2. Configuration Procedure

The port channel interface number in the NOS is defined as 3/x.

1.2.1. Create Static Port channel

The default port channel is created as static one.

Switch-1

(Switch-1)
(Switch-1)
(Switch-1)

Switch-2
(Swi t ch-2)

( Swi t ch-2)
( Swi t ch-2)

#confi gure
(Config)#interface 0/1-0/2
(I'nterface 0/ 1-0/2)#addport 3/1

#confi gure
(Config)#interface 0/1-0/2
(I'nterface 0/ 1-0/2)#addport 3/1

1.2.2. Create dynamic Port channel

Switch-1

(Swi t ch- 1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)

Switch-2

(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)

(Config)#interface 0/1-0/2

(I'nterface 0/ 1-0/2)#addport 3/1
(I'nterface 0/ 1-0/2)#exit

(Confi g) #port-channel name lag 1 |agl
(Config)#interface 3/1

(Interface 3/1)#no port-channel static

#confi gure

(Config)#i nterface 0/1-0/2

(I'nterface 0/ 1-0/2)#addport 3/1
(I'nterface 0/ 1-0/2)#exit

(Confi g) #port-channel name lag 1 |agl
(Config)#interface 3/1

(I'nterface 3/1)#no port-channel static

1.2.3. Change the port system admin key




LACP/LAG Configuration

1.2.4. Change the port channel system priority

ogy




LACP/LAG Configuration

1.3. Check Port Channel Status

1.3.1. Command: show port-channel lag-intf-num/
<slot/port>

The command displays an overview of the specified port-channel (LAG) on the switch.

1.3.2. Command: show port-channel brief/all

This command displays the static capability of all port-channel (LAG) interfaces on the device as
well as a summary of individual port-channel interfaces.

1.3.3. Command: show lacp actor/partner <slot/port>

This command displays LACP actor/partner attributes.

5



LACP/LAG Configuration

1.3.4. Command: show port-channel system priority

Purpose: This command to display the port-channel system priority.




Chapter 2. MLAG (VPC) Configuration
guide

» Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

e Support software: 1.1.6 or above




MLAG (VPC) Configuration guide

2.1. Topology

Figure 2.1. mLAG Topology
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MLAG (VPC) Configuration guide

2.2. Physical Link

Table 2.1. mLAG Physical Link

Switch-A Switch-B Server Switch-A Switch-B
Port 47 Port 47 EthO Port 1
Port 48 Port 48 EthO Port 1
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2.3. Configuration
2.3.1. Create Peer Link

Switch-A:

(Switch-A) >en

(Switch-A) #configure

(Switch-A) (Config)#interface 0/47-0/48

(Switch-A) (Interface 0/47-0/48)#addport |ag 60
(Switch-A) (Interface 0/47-0/48)#exit

(Switch-A) (Config)#interface |ag 60

(Switch-A) (Interface |ag 60)#vpc peer-link
(Switch-A) (Interface |ag 60)#sw tchport nobde trunk

Switch-B:

(Switch-B) >en

(Switch-B) #configure

(Switch-B) (Config)#interface 0/47-0/48

(Switch-B) (Interface 0/47-0/48)#addport |ag 60
(Switch-B) (Interface 0/47-0/48)#exit

(Switch-B) (Config)#interface |ag 60

(Switch-B) (Interface |ag 60)#vpc peer-link
(Switch-B) (Interface |ag 60)#sw tchport nobde trunk

2.3.2. Create VPC domain

Switch-A :

(Switch-A) (Config)#vpc domain 1

(Switch-A) (Config-VPC 1)#peer detection enable

(Switch-A) (Config-VPC 1)#peer-keepalive enabl e

(Switch-A) (Config-VPC 1)# peer-keepalive destination 192.168.1.59 source
192.168. 1. 15

Switch-B :

(Switch-B) (Config)#vpc donmain 1

(Switch-B) (Config-VPC 1)#peer detection enabl e
(Switch-B) (Config-VPC 1)#peer-keepalive enabl e

(Switch-B) (Config-VPC 1)# peer-keepalive destination 192.168.1.15 source
192.168. 1. 59

2.3.3. Enable VPC feature

Switch-A :

(Switch-A) (Config)#feature vpc

10
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Switch-B :

(Switch-B) (Config)#feature vpc

2.3.4. Create VPC link

Switch-A :

(Switch-A) (Config)#interface 0/1
(Switch-A) (Interface 0/1)#addport
(Switch-A) (Interface 0/1)#exit
(Switch-A) (Config)#interface lag 1
(Switch-A) (Interface lag 1)#vpc 1

Switch-B :

(Switch-B) (Config)#interface 0/1
(Switch-B) (Interface 0/1)#addport
(Switch-B) (Interface 0/1)#exit

(Switch-B) (Config)#interface lag 1
(Switch-B) (Interface |lag 1)#vpc 1

2.3.5. Check VPC State

Switch-A :

(Switch-A)# show vpc bri ef

lag 1

lag 1

11



MLAG (VPC) Configuration guide

(Switch-A)# show vpc 1

12
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2.4. Trouble shoot

Table 2.2. Troubleshoot Table about mLAG

Problem Title |Result Troubleshoot

Domain IDs mis- |2 peer devices cannot be |Use “show vpc brief” to check domain IDs on Switch
match identified by each other. |A and Switch B, if domain ID is not same, use “vpc
domain #id” to correct.

vPC peer Use “show vpc peer- Use the “show serviceport” to check if the service-
keepalive link keepalive” command to  |port is up and IP address is available, if no problem,
and connectivity |check, ‘peer is detected’ |use the “show run vpc” to check if the destination IP
issues over ser- |status is ‘false’ and source IP are set correctly.

viceport/mgmt O

14



Chapter 3. VLAN Configuration guide

e Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

» Support software: 1.1.6 or above

15



VLAN Configuration guide

3.1. Topology

Figure 3.1. VLAN Topology

— 0/1

Switch-1
/ \
0/2 0/3
/ \
Server-1 Server-2

0/1 —

Switch-2
/ \
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[ \
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* The eth 0/1 of Switch-1 and Switch-2 is defined as VLAN 2 and VLAN 3 trunk port.

* The eth 0/2 of Switch-1 and Switch-2 is defined as VLAN 2 access port.
* The eth 0/3 of Switch-1 and Switch-3 is defined as VLAN 3 hybrid port.
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3.2. Configuration
3.2.1. Create VLAN

Switch-1

(Switch-1) #vl an dat abase

(Switch-1) (Vlan)#vlan 2-3, 10
(Switch-1) (VI an)#vlan nane 2 Access

(Switch-1) (VIan)#vlan nane 3 hybrid
(Switch-1) (VI an)#exit

Switch-2

(Switch-2) #vlan dat abase

(Switch-2) (M an)#vlan 2-3,10
(Switch-2) (M an)#vlan name 2 Access

(Switch-2) (VlIan)#vlan nane 3 hybrid
(Switch-2) (M an)#exit

3.2.2. Configure the trunk port
Switch-1

(Switch-1) (Interface 0/1)#sw tchport trunk allowed vlan add 2,3
(Switch-1) (Interface 0/1)#sw tchport node trunk

Switch-2

(Switch-2) (Interface 0/1)#sw tchport trunk allowed vlan add 2,3
(Switch-2) (Interface 0/1)#sw tchport node trunk

3.2.3. Configure the access port

Switch-1

(Switch-1) (Interface 0O/ 2)#sw tchport npde access
(Switch-1) (Interface 0O/ 2)#sw tchport access vlan 2

Switch-2

(Switch-1) (Interface 0O/ 2)#sw tchport npde access
(Switch-1) (Interface 0O/ 2)#sw tchport access vlan 2

3.2.4. Configure the hybrid port

Switch-1

(Switch-1) (Interface 0/3)#vlan participation include 3,10
(Switch-1) (Interface 0/3)#vlan participation exclude 1
(Switch-1) (Interface 0/3)#vlian pvid 3

17
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(Switch-1) (Interface
Switch-2

(Switch-1) (Interface
(Switch-1) (Interface
(Switch-1) (Interface

0/ 3) #vl an

0/ 3) #vl an
0/ 3) #vl an
0/ 3) #vl an

taggi ng 10

participation include 3
partici pation exclude 1
pvid 3

18
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3.3. Check VLAN Status

3.3.1. Command: show vlan brief

This command displays a list of all configured VLANSs.

3.3.2. Command: show vlan port <slot/port>

This command displays VLAN port information.

19
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3.4. Trouble Shoot

Switch-A and Switch-B:

(Switch-A) #show vl

an 10

3.4.1. Troubleshoot table about VLAN

Table 3.1. Troubleshoot Table about VLAN

Problem |Problem Description Result Troubleshoot
Title
IP Ad- Two devices In the same Server-1 and Serv- | A check of the IP configuration
dress- VLANSs have different subnet |er-2 cannot inter- settings of Server-1 and Serv-
ing is- addresses. communicate er-2. If they are not in the same
sues with subnet. Set the correct IP Ad-
VLAN. For example: dress for Server-1 and Serv-
er-2
Server-1 1P: 192.168.10.2
Server-2: 192.16.10.4
Missing |The port doesn’t belongs to the |Server-1 and Serv- |Use the “show vlanvlan-id”
VLANs |expected VLAN er-2 cannot inter- command to check, if interface
communicate 0/1 participation state is “Ex-
For example: clude”, use the “switchport ac-
) , cess vlanvlan-id” to correct the
interface 0/1 doesn’t belong VLAN membership on a partici-
vian 10 pation port

21
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Problem |Problem Description Result Troubleshoot
Title
Native One port is defined as native | VLAN leaking oc- Use the “show interfaces
VLAN VLAN 1 and the opposite trunk |curs switchport trunk” command to
mismatch |end is defined as native VLAN check whether the local and
10 peer native VLANs match.
If the native VLAN does not
For example match on both sides, use
. . ) “switchport trunk native vlan-
Por't 3 of Switch-A is defined as vlan-id” to correct
native VLAN 1
Port3 of Switch-B is defined as
native VLAN 10
Trunk One end of the trunk is config- |Causes loss of net- |Use the “show interfaces
mode ured as trunk mode “off” and work connectivity switchport trunk” command
mismatch |the other as trunk mode “on” to check whether a trunk has
been established between
switches. If not, use “switchport
mode trunk” to correct
Allowed |[The list of allowed VLANs does |Unexpected traffic  |Use the “show interfaces
VLANs [not support current VLAN trunk |or no traffic is sent  |switchport trunk” command to
on trunks |requirements over the trunk check whether the required

trunk vlan in the list of allowed
VLANS. If not, use “switchport
trunk allowed vlanvlan-id " to
correct

22
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VRRP Configuration guide

4.1. Pre-requirement

» Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

e Support software: 1.1.6 or above

24
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4.2. Topology

Figure 4.1. VRRP Topology

Server-2 192.168.4.100
ethO
192.168.4.0/24
0/4
Switch-4

Switch-1 Switch-2
0/15 —
il 0/52
Switch-5
0/5
192.1 38 y ()/ 24
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Sewer-l 2.168.5.10I
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4.3. Physical Link

Figure 4.2. VRRP Physical Link

Switch-1 Switch-4 Server-1 Switch-4
Port 14 Port 41 ethO Port 4
Port 15

Switch-2 Server-2 Switch-5
Port 24 eth0 PortS
Port 25
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4.4, IPs set

Figure 4.3. VRRP IPs Set

; Port14 Port 15
Switch-1
192.168.14.1 192.168.5.251
. Port24 Port 25
Switch-2
192.168.24.2 192.168.5.252
. Port41 Port 42 Port4
Switch-4
192.168.14.4 192.168.24.4 192.168.4.4

g Switch-3 acts as a Layer2 switch
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4.5. Configuration
4.5.1. Create IPs

Switch-1 (Take Aurora 220 switch as example):

(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)

>en

#confi gure

(Config)#i p routing

(Config)#i nterface 0/ 14

(I'nterface 0/ 14)#routing

(I'nterface 0/14)#i p address 192.168. 14.1 255. 255. 255.0
(I'nterface 0/ 14)#exit

(Config)#interface 0/ 15

(I'nterface 0/ 15)#routing

(I'nterface 0/15)#i p address 192.168.5. 251 255. 255. 255. 0
(I'nterface 0/ 15)#exit

(Switch-1)(Config)#show ip interface brief

Switch-2 (Take Aurora 220 switch as example):

(Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)
( Swi t ch-2)

>en

#confi gure

(Config)#ip routing

(Config)#interface 0/ 24

(I'nterface 0/ 24)#routing

(I'nterface 0/ 24)#ip address 192.168. 24. 2 255. 255. 255. 0
(I'nterface 0/24)#exit

(Config)#interface 0/ 25

(I'nterface 0/ 25)#routing

(I'nterface 0/ 25)#i p address 192.168. 5. 252 255. 255. 255. 0
(I'nterface 0/25)#exit

(Config)#show ip interface brief

28
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Switch-4 (Take Aurora 220 switch as example):

(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)
(Swi tch-4)

>en

#confi gure

(Config)#ip routing

(Config)#interface 0/41

(I'nterface 0/41)#routing

(I'nterface 0/41)#i p address 192.168. 14. 4 255. 255. 255. 0
(I'nterface 0/41)#exit

(Config)#interface 0/42

(I'nterface 0/42)#routing

(I'nterface 0/42)#i p address 192.168. 24. 4 255. 255. 255. 0
(I'nterface 0/42)#exit

(Config)#interface 0/4

(I'nterface 0/4)#routing

(I'nterface 0/4)#i p address 192.168. 4.4 255.255.255.0
(I'nterface 0/4)#exit

4.5.2. Configure OSPF

Switch-1:

(Swi t ch- 1)
(Swi tch-1)
(Swi tch-1)

Switch-2:
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
Switch-4:

(Swi t ch- 4)

( Swi t ch- 4)
( Swi t ch- 4)

(Confi g) #rout er ospf
(Config-router)#network 192.168.0.0 0.0.255.255 area 1
(Confi g-route)#exit

(Confi g) #rout er ospf
(Config-router)#network 192.168.0.0 0.0.255.255 area 1
(Confi g-route)#exi t

(Confi g) #rout er ospf
(Config-router)#network 192.168.0.0 0.0.255.255 area 1
(Confi g-route)#exit

4.5.3. Test Switch connection

Switch-1:

(Switch-1)

#pi ng 192. 168. 4. 100

29
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Switch-2:

(Swi tch-2) #pi ng 192. 168. 4.

4.5.4. Configure VRRP

Switch-1:

(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)

Switch-2:

(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)
(Swi tch-2)

(Config)#ip vrrp
(Config)#interface 0/ 15

(I'nterface
(I'nterface
(I'nterface
(I'nterface
(I'nterface
(I'nterface

0/ 15)#ip vrrp 1

0/ 15)#ip vrrp 1 node

O/ 15)#ip vrrp 1 ip 192.168.5. 254

0/15)# ip vrrp 1 priority 120

0/15)# ip vrrp 1 track interface 0/ 14 decrenent
0/ 15) #exi t

25

(Config)#ip vrrp
(Config)#interface 0/ 25

(I'nterface
(I'nterface
(I'nterface
(I'nterface
(I'nterface

0/ 25)#ip vrrp 1

0/ 25)#ip vrrp 1 node

0/ 25)#ip vrrp 1 ip 192.168.5. 254
0/25)# ip vrrp 1 priority 100

0/ 25) #exi t

Server-1 (Configure IP as 192.168.5.100 and Gateway IP 192.168.5.254)
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4.5.5. Check VRRP State

Switch-1:

(Switch-1) (Config)#showip vrrp interface brief

Switch-2:

(Switch-1) (Config)#showip vrrp interface brief

4.5.6. VRRP IP Test

Server-1 PING Server-2:

= =y N
Ping &S
Ping Options Gateway/Destination IP
Frame Count: 1 Same As Gateway: |192.1685254
Time Interval(Sec): 1 = @ Custom: 192.168.4.100
Ping Status: ng

PING 152.168.4.100 (152.168.4.100) from 152.168.5.100 eth(_8: 56(84) bytes of data

64 bytes from 152.168.4.100: icmp_seq=1 ttl=62 time=0.448 ms

— 192.168.4.100 ping statistics —
1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 0.448/0.448/0.448/0.000 ms

| Clear | [ Close
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4.5.7. VRRP Fault-Tolerance Test

Switch-1:

(Switch-1) (Config)#interface 0/15
(Switch-1) (Interface 0/15)#shut down
(Switch-1) (Interface 0/15)#show ip vrrp interface brief

Switch-2:

(Switch-2) (Config)#i showip vrrp interface brief

Server-1 PING Server-2:

Ping
Ping Options Gateway/Destination IP
Frame Count: 1 = Same As Gateway:
Time Interval(Sec): |1 = @ Custom: 152.168.4.100

Ping Status: Ping

PING 152.168.4.100 (192.168.4.100) from 192.168.5.100 eth0_8: 56{84) bytes of data.

64 bytes from 192.168.4.100: icmp_seq=1 tiI=62 time=1.64 ms

— 192.168.4.100 ping statistics —
1 packets transmitted. 1 received. 0% packet loss, time Oms

itt min/avg/max/mdev = 1.644/1.644/1.644/0.000 ms

| Clear | Close
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Switch-1:

(Switch-1) (Interface 0/15)#no shut down
(Switch-1) (Interface 0/15)#show ip vrrp interface brief

Switch-2:

(Switch-2) (Config)# showip vrrp interface brief

4.5.8. VRRP Interface Track Test

Switch-1:

(Switch-1) (Config)#interface 0/14
(Switch-1) (Interface 0/14)#shut down
(Switch-1) (Interface 0O/14)#show ip vrrp interface brief

Switch-2:

(Switch-2) (Config)# showip vrrp interface brief

Server-1 PING Server-2:
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Ping |28
Ping Options Gateway/Destination IP
Frame Count: |1 | © SameAs Gateway: |192.1685.254
Time Interval(Sec): 1 | @ Custom: 192.168.4.100
Ping Status: Ping | Stop
PING 192.168.4.100 (192.168.4.100) from 192.168.5.100 eth0_8: 56(84) bytes of data.
64 bytes from 192.168.4.100: icmp_seq=1 ttl=62 time=2.03 ms
— 192.168.4.100 ping statistics —
1 packets transmitted, 1 received, 0% packet loss, time Oms
{rtt min/avg/max/mdev = 2.033/2.033/2.033/0.000 ms
Clear Close

34



Chapter 5. IP Interface

e Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

» Support software: 1.1.6 or above
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IP Interface

5.1. IP address for the management port
5.1.1. DHCP mode

(Switch-1) #serviceport protocol dhcp

5.1.2. Static mode

(Switch-1) #serviceport protocol none

Changi ng protocol nmode will reset ip configuration.

Are you sure you want to continue? (y/n) y

(Swi tch-1) #serviceport ip 192.168.1.1 255.255.255.0 192. 168. 1. 254
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IP Interface

5.2. IP address for the management from the
front port

5.2.1. DHCP mode

(Switch-1) #network protocol dhcp

5.2.2. Static mode

(Switch-1) #network protocol none

Changi ng protocol nmode will reset ip configuration.

Are you sure you want to continue? (y/n) y

(Switch-1) #network parms 172.20. 1.1 255.255.255.0 172.20.1. 254
(Switch-1) #network nmgnt_vlan 1

37



IP Interface

5.3. IP address for Interface

(Switch-1) #configure

(Switch-1) (Config)#interface 0/1

(Switch-1) (Interface 0/1)#routing

(Switch-1) (Interface 0/1)#i p address 10.10.10.1 /24
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5.4. IP address for VLAN

(Switch-1) #vl an dat abase

(Switch-1) (VIan)#vlan 2

(Switch-1) (Vlan)#vlan routing 2

(Switch-1) #exit

(Switch-1) #configure

(Switch-1) (Config)#interface vlan2

(Switch-1) (Interface vlan2)#i p address 20.20.20.1 /24
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5.5. Check IP Interface Status

5.5.1. Command: show ip interface <slot/port>

This command displays all pertinent information about the IP interface.

5.5.2. Command: show ip interface brief

This command displays summary information about IP configuration settings for all ports.

5.5.3. Command: show ip interface vlan vian-id

This command displays all pertinent information about the IP interface.
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Chapter 6. OSPF

e Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

» Support software: 1.1.6 or above
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OSPF

6.1. Scenario
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6.2. Configuration Procedure
6.2.1. Create Switches IP

Switch-1

(Swi tch- 1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)
(Swi tch-1)

Switch-2

(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch- 1)

#confi gure

(Config)#ip routing
(Config)#interface 0/1
(Interface 0/1)#routing
(Interface 0/1)#i p address
(Interface 0/1)#exit
(Config)#interface 0/3
(Interface 0/ 3)#routing
(Interface 0/3)#i p address
(Interface 0/ 3) #exi t

#confi gure

(Config)#ip routing
(Config)#interface 0/1
(I'nterface 0/1)#routing
(Interface 0/1)#i p address
(Config)#interface 0/3
(I'nterface 0/ 3)#routing
(Interface 0/3)#i p address
(Interface 0/ 3)#exit

6.2.2. Create OSPF

Switch-1

(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)

Switch-2

(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)

#confi gure
(Config)#ip routing
(Confi g) #rout er ospf

10. 0. 0.1 255. 255. 255. 252

192.168. 1.1 255. 255. 255. 252

10. 0. 0.2 255. 255. 255. 252

192.168. 2. 1 255. 255. 255. 252

(Config-router)#network 192.168.1.00.0.0.3 area O
(Config-router)#network 10.0.0.00.0.0.3 area 0

#confi gure
(Config)#ip routing
(Confi g) #rout er ospf

(Config-router)#network 192.168.2.00.0.0.3 area 0
(Config-router)#network 10.0.0.0 0.0.0.3 area 0
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6.3. Check OSPF Status

6.3.1. Command: show ip ospf

This command displays OSPF global configuration information for the specified virtual router.

45



OSPF

6.3.2. Command: show ip ospf neighbor

This command displays the state of the neighbors where receive the hello packets.

6.3.3. Command: show ip ospf interface port_ID

This command displays the detail state of the interface where the OSPF configured.

6.3.4. Command: show ip route ospf

This command displays the routing entries learned from OSPF.
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Chapter 7. BGP

e Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

» Support software: 1.1.6 or above
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BGP

7.1. Scenario
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BGP

7.2. Configuration Procedure
7.2.1. Create Switches IP

Switch-1

(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)

Switch-2

(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)

Switch-3

(Swi t ch- 3)
(Swi t ch- 3)
(Swi t ch- 3)
(Swi t ch- 3)
(Swi t ch- 3)

#confi gure

(Config)#ip routing
(Config)#interface 0/1
(Interface 0/1)#routing
(Interface 0/1)#i p address
(I'nterface 0/1)#exit
(Config)#interface 0/3
(I'nterface 0/ 3)#routing
(Interface 0/3)#i p address

#configure

(Config)#ip routing
(Config)#interface 0/1
(Interface 0/ 1)#routing
(Interface 0/1)#i p address

#confi gure

(Config)#ip routing
(Config)#interface 0/1
(Interface 0/1)#routing
(Interface 0/1)#i p address

7.2.2. Create BGP

Switch-1

(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)

Switch-2

(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)
(Swi t ch-2)

Switch-3

#confi gure
(Config)#ip routing
(Confi g)#router bgp 65535

10. 0. 0.1 255. 255. 255. 252

192.168. 1.1 255. 255. 255. 252

10. 0. 0.2 255. 255. 255. 252

192.168. 1. 2 255. 255. 255. 252

(Config-router)#bgp router-id 10.0.0.1

(Confi g-router)#nei ghbor
(Confi g-router)#nei ghbor

#confi gure
(Config)#ip routing
(Confi g) #router bgp 65535

10.0.0. 2 renot e-as 65535
192. 168. 1.2 renpte-as 65534

(Config-router)#bgp router-id 10.0.0.2

(Confi g-router)#nei ghbor

10.0.0.1 renot e-as 65535

50



BGP

(Swi t ch- 3)
(Swi t ch- 3)
(Swi t ch- 3)
(Swi t ch- 3)
(Swi t ch- 3)

#confi gure

(Config)#ip routing
(Confi g) #router bgp 65534
(Confi g-router)#bgp route
(Confi g-router)#nei ghbor

r-id 192.168.1.2
192.168.1.1 renote-as 65535

51



BGP

7.3. Check BGP Status

7.3.1. Command: show ip bgp summary

This command displays a summary of BGP configuration and status on the switch.

7.3.2. Command: show ip bgp neighbors neighbor_IP

This command displays the detail parameter of BGP with specific neighbor.
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Chapter 8. ECMP

e Support hardware: Aurora 220, Aurora 420, Aurora 620, Aurora 630, Aurora 720

» Support software: 1.1.6 or above
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ECMP

8.1. OSPF ECMP Scenario

ECMP will work based on the OSPF or BGP routing protocol. Here is work with OSPF.
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8.2. OSPF ECMP Configuration Procedure
8.2.1. Basic OSPF Configuration

Please refer to the Chapter 6, OSPF section.

8.2.2. Extra OSPF Configuration

Switch-1

(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)
(Switch-1)

Switch-2

(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)
(Swi t ch- 2)

#confi gure
(Config)#interface 0/2
(I'nterface 0/2)#routing
(I'nterface 0/2)#i p address 10.0.0.5 255. 255. 255. 252
(I'nterface 0/2)#exit
(Confi g) #rout er ospf
(Confi g-router)#maxi num pat hs 48
(Config-router)#exit

#confi gure
(Config)#interface 0/2
(Interface 0/2)#routing
(Interface 0/2)#i p address 10.0.0.6 255.255. 255. 252
(Interface 0/2)#exit
(Confi g) #rout er ospf
(Confi g-router)#maxi num pat hs 48
(Confi g-router)#exit
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8.3. Check OSPF ECMP Status

8.3.1. Command: show ip route ospf

This command displays the OSPF ECMP state on the switch.
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ECMP

8.4. BGP ECMP Scenario

ECMP will work based on the OSPF or BGP routing protocol. Here is work with BGP.
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8.5. BGP ECMP Configuration Procedure
8.5.1. Basic BGP Configuration

Please refer to Chapter 7, BGP section

8.5.2. Extra BGP Configuration

Switch-1

(Switch-1) #configure

(Switch-1) (Config)#interface 0/2

(Switch-1) (Interface 0/ 2)#routing

(Switch-1) (Interface 0/2)#i p address 10.0.0.5 255. 255. 255. 252
(Switch-1) (Interface 0/2)#exit

(Switch-1) (Config)#router bgp 65535

(Switch-1) (Config-router)# maxi mum paths ibgp 32

(Switch-1) (Config-router)#exit

Switch-2

(Switch-2) #configure

(Switch-2) (Config)#interface 0/2

(Switch-2) (Interface 0/2)#routing

(Switch-2) (Interface 0/2)#i p address 10.0.0.6 255.255. 255. 252
(Switch-2) (Interface 0/2)#exit

(Switch-2) (Config)#interface 0/3

(Switch-2) (Interface 0/3)#routing

(Switch-2) (Interface 0/3)#i p address 172.16. 0. 254 255. 255. 255. 0
(Switch-2) (Interface 0/ 3)#exit

(Switch-2) (Config)#router bgp 65535

(Switch-2) (Config-router)# maxi mum paths ibgp 32

(Switch-2) (Config-router)# network 172.16.0.0 nmask 255.255.255.0
(Switch-2) (Config-router)#exit

59



ECMP

8.6. Check BGP ECMP Status
8.6.1. Command: show ip route bgp

This command displays the BGP ECMP state on the switch.
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